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Motivation: DNNs on the Edge Devices
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Solution I: Inference on the Edge Solution II: Inference on the Cloud

Privacy is well-preserved. Privacy is compromised.

Computation is expensive. Computation is affordable.

Alice is ill

Patient Awake



Privacy-Preserving Edge-Cloud Inference
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… … …Conv Conv Encrypt Conv FCConv ConvDecrypt

Edge Cloud

Property I: They should not be invertible (without knowing the private key).

Property II: They should be compatible with the neural network model.

Properties required for encryption and decryption function:



Privacy-Preserving Edge-Cloud Inference
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… … …Conv Conv Encrypt Conv FCConv ConvDecrypt

Edge Cloud

Given a batch of input data x = [x1, x2] and a linear model M

M(ax1 + bx2) = aM(x1) + bM(x2)

M(cx1 + dx2) = cM(x1) + dM(x2)

M(x1) and M(x2) can be solved from M(ax1 + bx2) and M(cx1 + dx2)



Privacy-Preserving Edge-Cloud Inference
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… … …Conv Conv Encrypt Conv FCConv ConvDecrypt

Edge Cloud

Encryption: linearly combine the batched inputs: y = Ax

Decryption: solve the linear equations to obtain the outputs: y = A-1x

Private Key: a random coefficient matrix A



Privacy-Preserving Edge-Cloud Inference
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Compared with other edge-cloud frameworks
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Results on Facial Attribute Classification
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Results on Facial Attribute Classification
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Attack Results on Faces from Encryptions
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Raw



Attack Results on Faces from Encryptions
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Attack Results on Faces from Encryptions
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Attack Results on Faces from Encryptions
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Additional Results on Facial Attribute Classification
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Future Works
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SpeechLanguage



Thank You!
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